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ANTI-FRAUD COMPUTER IMPLEMENTED
METHOD FOR FINANCIAL CARD
TRANSACTION

FIELD OF THE DISCLOSUR.

L1

[0001] The present mvention relates to a system and
method for locking/unlocking a mobile banking function, and
more particularly, to a system and method for locking/unlock-

ing a mobile banking function using a short message service
(SMS) message.

BACKGROUND OF THE DISCLOSURE

[0002] In general, a variety of mobile communication ter-
minals such as mobile phones. PCS terminals, and PDA
phones, support a variety of banking functions, such as user’s
card price inquiry and settlement, account balance inquiry,
deposit transier and remittance. The services offered by the
mobile terminals are very user friendly and are being used
very well in many parts of world. For doing any financial
transaction, one has to have a card or various nos. and a PIN
no. attached with 1t. While doing the transaction these details
are asked and after entering the details the transaction gets
executed. In many types of cards, for example, the PIN 1s not
asked 1.e. 11 someone has access to the card only, the person
can perform the transaction.

[0003] There have been many instances where the cards
have been accessed wrongfully and also the PIN attached
with 1t. In many transactions the PIN 1s not required and
therefore wrongfully procuring the cards would be sutficient
to do the wrongftul transaction.

[0004] Various attempts have been made to address the
above-mentioned problems but still there exists a need of a
secured financial transaction system and method. The system
and method required should be simple and trouble free.

SUMMARY OF THE DISCLOSUR.

L1

[0005] The general purpose and object of the present dis-
closure 1s to provide a secured financial transaction system
and method. The system and method should also be simple
and trouble free.

[0006] To achieve the above objectives, 1n an aspect of the
present disclosure, a computer implemented method for a
financial transaction via a financial card, the financial card
which 1s by default 1s 1n blocked state, 1s described. The
method comprises recetving a request in from of a message to
unblock the financial card for a predetermined duration, the
request 1s being recerved from an electronic communicating
device by a financial institution server. The electronic com-
municating device has a number, wherein the number 1s reg-
istered with the financial card. On recerving the request, the
financial istitution server verifies the genuineness of the
user. After verification, the financial institution server autho-
rizes the request and the financial card gets unblocked for the
predetermined duration.

[0007] In another embodiment, a computer readable
medium bearing a computer executable istructions, wherein
the computer executable instructions are executed by a pro-
cessor, the processor retrieves request in form of a message
from an electronic communicating device via a wireless
medium to carry out a method for a financial transaction via a
financial card, the financial card i1s by default 1s 1n blocked
state, 1s described. The method comprises recerving a request
in form of a message to unblock the financial card for a
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predetermined number of transactions. The request 1s being
received from the said electronic communicating device by a
financial institution server. The electronic communicating
device has a registered number with the financial card. On
receiving the request, the financial institution server verifies
the genuineness genuineness the user. After verification, the
financial 1nstitution server authorizes the request and the
financial card gets unblocked for the predetermined number
ol transactions.

[0008] In yet another embodiment, a computer based sys-
tem for managing financial transactions of a financial card,
the financial card 1s by default 1n a blocked state, 1s described.
The system comprises a component configured to recetve a
request 1n form of a message to unblock the financial card for
a predetermined number of transactions. The request 1s being
received from an electronic communicating device having a
number by a financial institution server wherein the number 1s
registered with the financial card. On recerving the request,
the financial mstitution server verifies the genuineness of the
user. After verification, the financial institution server autho-
rizes the request and the financial card gets unblocked for the
predetermined number of transactions.

[0009] These together with the other aspects of the present
disclosure, along with the various features of novelty that
characterize the present disclosure, are pointed out with par-
ticularity 1n the description, along with the above mentioned
summary, annexed hereto and form a part of the present
disclosure. For a better understanding of the present disclo-
sure, 1ts operating advantages and the specified object
attained by 1ts uses, reference should be made to the accom-
panying drawings and descriptive matter in which there are
illustrated exemplary embodiment of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The advantages and features of the present disclo-
sure shall be better understood with reference to the following
detailed description taken 1n conjunction with the accompa-
nying drawings, wherein like elements are identified with like
symbols and 1n which:

[0011] FIG. 1 illustrates a block diagram view of a com-
puter implemented method of financial transaction in accor-
dance with an exemplary embodiment of the present disclo-
SUre;

[0012] FIG. 21llustrates a computer based system for man-
aging financial transactions of a financial card, 1n accordance
with an exemplary embodiment of the present disclosure; and

[0013] FIG. 3 illustrates the computer based system for
managing financial transactions of a financial card, in online
shopping transaction 1n accordance with an exemplary
embodiment of the present disclosure.

[0014] Like reference numerals reter to like parts through-
out the description of several views of the drawings.

DETAILED DESCRIPTION OF TH.
DISCLOSURE

L1

[0015] For a thorough understanding of the present disclo-
sure, reference 1s to be made to the following detailed descrip-
tion 1n connection with the above-mentioned drawings.
Although the present disclosure 1s described in connection
with exemplary embodiment, the present disclosure 1s not
intended to be limited to the specific forms set forth herein. It
1s understood that various omissions and substitutions of
equivalents are contemplated as circumstances may suggest
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or render expedient, but these are intended to cover the appli-
cation or implementation without departing from the spirit or
scope of the present disclosure. Further, 1t will nevertheless be
understood that no limitation in the scope of the disclosure 1s
thereby intended, such alterations and further modifications
in the figures and such further applications of the principles of
the disclosure as illustrated therein being contemplated as
would normally occur to one skilled 1n the art to which the
disclosure relates. Also, 1t 1s to be understood that the phrase-
ology and terminology used herein 1s for the purpose of
description and should not be regarded as limiting. Further,
reference herein to “one embodiment™ or “an embodiment™
means that a particular feature, characteristic, or function
described in connection with the embodiment is included 1n at
least one embodiment of the disclosure. Furthermore, the
appearances ol such phrase at various places herein are not
necessarily all referring to the same embodiment. The terms
“a” and “an” herein do not denote a limitation of quantity, but
rather denote the presence of at least one of the referenced
item.

[0016] Retferring to FIG. 1, a computer based system for
managing financial transactions (hereinatter system (10)) has
been described. The said system (10) 1s configured to manage
the financial transaction. The major components of the sys-
tem (10) are an electronic communication device (14), a
financial institution server (18) and a financial card (22). The
clectronic communication device (14) 1s communicably
coupled to the financial institution server (18).

[0017] The financial institution server (18) 1s usually
located inside a bank premises but in some of the embodi-
ments the financial institution server (18) can be located
outside the bank as well.

[0018] The electronic communication device (14) can be at
least one of pager, mobile phones. Tab, smart phones or any
other electronic communicating device capable of sending
short messaging for example SMS. The electronic communi-
cation device (14) has a SIM card having a registered number
(usually phone no.). This number 1s registered with the finan-
cial card (22). The SIM card 1s placed or 1s inbuilt inside the

clectronic communication device (14).

[0019] The financial card (22) can be any of debit card,
credit card, shopping card or any card capable that has the
capability of storing financial values. The financial card (22)
carries a personal identification number (PIN) which i1s to be

kept secret by the user and should not be disclosed to others.
By default state of the financial card (22) 1s blocked state. The

blocked state signifies that no financial transaction can be
done by the financial card.

[0020] In an operation, when the user has to do a financial
transaction using the financial card (22) the user sends a
message (SMS) to the financial 1nstitution server (18). The
message can be 1n the form of particular code or request.

10021]

[0022] <PIN no. of the financial card><no. of hours the
financial card should be unblocked>

[0023] <PIN no. of the financial card><no. of transactions
the financial card should be unblocked>

[0024] <PIN no. of the financial card><max. amount of the
financial transaction to be done by the financial card>

[0025] Itis evident from the examples that the user requests
the financial institution server (18) in the form of SMS to
unblock his financial card (22) for particular duration or for
no. of transactions or for particular amount or financial value.

Examples of the message may be as follows:

Nov. 26, 2015

[0026] It should be appreciated that the above mentioned
message format 1s not fixed and can be changed depending
upon the usability of the user. Further, 1n the message format,
any no. of parameters can be used and sent to the financial
institution server (18) but the message should contain the PIN
because the PIN 1s secret to the user only. The correct PIN 1n
the message establishes the genuineness of the user who
sends message from the registered no. of SIM. The use of
correct PIN corresponding to the registered no. establishes
the genuineness of the user. The other parameters that can be
used while sending SMS are the financial card no., the last
four digit of the financial card no., CVV no. of the financial
card etc. The code can be sent 1n any format as well. The
format should be acceptable to the Financial Institution
Server (18).

[0027] On recerving the message, the financial 1nstitution
server (18) verifies whether the message has been sent from
the genuine user. The financial imstitution server (18) 1s basi-
cally a banking server that comprises a computer readable
medium, the computer readable medium 1s various kinds of
computer related software. The computer readable medium
bears a computer executable instructions, the computer
executable instructions are executed by at least one of the
plurality of processor (hereinatter processor (26), the proces-
sor (26) retrieves request from the electronic communicating
device (14) via a wireless medium to carry out the financial
transaction via the financial card (22).

[0028] The financial institution server (18) 1s comprised of
receiver transmitter module (30) and memory (34) and at least
one of the plurality of processor (26).

[0029] The processor basically matches the PIN no. sent
from the corresponding number (usually the phone no.) from
which the SMS 1s sent. Once it 1s established that the PIN no.
1s sent from the registered no (usually the phone no.), the
genuineness of the user 1s established hence the financial
istitution server (18) verifies the user and the request 1s
accepted.

[0030] The acceptance of the request may be varied. For
example if the request 1s for unblocking the financial card (22)
for specified duration, the financial card (22) will be
unblocked for the specified duration. If the request 1s for
unblocking the financial card (22) for specified nos. of trans-
action, the financial card will be unblocked for the specified
speciflied nos. of transaction. If the request 1s for unblocking
the financial card (22) 1s for specified amount of transaction,
the financial card will be unblocked for the specified amount
ol transaction.

[0031] If the financial institution server (18) disapproves
the verification, the request 1s turned down and the financial
card (22) remains blocked. The user will have to again send
the correct message including correct PIN to the financial
institution server (18). Provisions such as the user has
exceeded the limit of sending wrong messages the financial
card (22) will permanently get blocked and to restore its
feature the user has to visit the bank. Similarly many features
can also be added 1n the financial card (22) or the system (10)
to enhance the security.

[0032] FIG. 2 summaries the financial transaction between

the electronic communicating device (14), the financial insti-
tution server (18) and the financial card (22).

[0033] The method starts at S1

[0034] at S2 request 1n form of message 1s sent from the
clectronic communicating device (14) to the financial 1nsti-
tution server (18)
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[0035] at S3 the financial institution server (18) verifies the
request by checking the PIN no. and registered no. (usually
the phone no.)

[0036] at S4 the financial institution server (18) authorizes
the request, 11 not the financial card (22) remains blocked and

process will not proceed turther

[0037] at S5 the financial card (22) gets unblocked

[0038] at S6 the financial card (22) gets again blocked
[0039] at S7 the method stops.

[0040] Many other embodiments of the present disclosure

are also envisioned. For example the financial transaction
between the electronic communicating device (14), the finan-
cial institution server (18) and the financial card (22) can be
well suited as shown 1n FIG. 3.

[0041] The process starts at S11

[0042] at S12 customer login for shopping at retail website
using ID and password

[0043] at S3 the customer request to unblock the financial

card (22) for certain period sent by SMS using electronic
communication device (14)

[0044] at S4 the financial institution server (18) recerves the
request
[0045] at S35 the financial institution server (18) verifies the

request by checking the PIN no. and registered no. (usually
the phone no.)

[0046] at S6 the financial institution server (18) authorizes
the request, 11 not the financial card (22) remains blocked and

process will not proceed turther

[0047] S7 the financial card (22) gets unblocked for the
particular time period requested

[0048] at S8 the financial card (22) gets again blocked
[0049] at S9 the method stops.
[0050] The present disclosure 1s advantageous in providing

a secured financial transaction system and method. The sys-
tem and method 1s simple and trouble free also.

[0051] The foregoing descriptions of specific embodiment
of the present disclosure have been presented for purposes of
illustration and description. They are not intended to be
exhaustive or to limit the present disclosure to the precise
torms disclosed and obviously many modifications and varia-
tions are possible 1 light of the above teaching. The embodi-
ments were chosen and described 1n order to best explain the
principles of the present disclosure and 1ts practical applica-
tion, to thereby enable others skilled in the art to best utilize
the present disclosure and various embodiment with various
modifications as are suited to the particular use contemplated.
It 1s understood that various omission and substitutions of
equivalents are contemplated as circumstance may suggest or
render expedient, but such are intended to cover the applica-
tion or implementation without departing from the spirit or
scope of the present disclosure.

We claim:

1. A computer implemented method for a financial trans-
action via a financial card, the financial card 1s by defaultis in
blocked state, the method comprising:

receiving a request i form of message to unblock the
financial card for a predetermined duration, the request
being recerved Ifrom an electronic communicating
device by a financial institution server, wherein the elec-
tronic communicating device has a number, the number
1s registered with the financial card,
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on recerving the request, the financial stitution server
verifies and after verification authorizes the request and
the financial card gets unblocked for the predetermined
duration.

2. The method for financial transaction via the financial
card of claim 1, wherein the electronic communicating device
1s at least one of mobile, tab, and pager.

3. The method for financial transaction via the financial
card of claim 1, wherein the request to unblock the financial
card for the predetermined duration 1s being recerved via
SMS from the electronic communicating device.

4. The method for financial transaction via the financial
card of claim 1, wherein the message comprises last four
digits of the financial card.

5. The method for financial transaction via the financial
card of claim 1, wherein the message comprises number of
transactions to be used by the financial card.

6. The method for financial transaction via the financial
card of claim 1, wherein the message comprises amount of
money to be transacted via the financial card transaction.

7. The method for financial transaction via the financial
card of claim 1, wherein the message comprises CVV code.

8. A computer readable medium bearing a computer
executable instructions, wherein the computer executable
instructions are executed by a processor, the processor
retrieves request 1n form of message from an electronic com-
municating device via a wireless medium to carry out a
method for financial transaction via a financial card, the
financial card 1s by default 1s 1n blocked state, the method
comprising:

receving a request i form of message to unblock the
financial card for a predetermined number of transac-
tions, the request being received from the said electronic
communicating device by a financial institution server,
wherein the electronic communicating device has a reg-
1stered number with the financial card,

on receiving the request, the financial nstitution server
verifies and after verification authorizes the request and
the financial card gets unblocked for the predetermined
number of transactions.

9. The method for executing the computer executable
instructions for carrying out financial transaction of claim 8,
wherein the electronic communicating device 1s at least one
of mobile, tab, and pager.

10. The method for executing the computer executable
instructions for carrying out financial transaction of claim 8,
wherein the request to unblock the financial card for the
predetermined number of financial transactions 1s being
received via SMS from the electronic communication device.

11. The method of executing the computer executable
instructions for carrying out financial transaction of claim 8,
wherein the predetermined number of financial transactions
1s specified 1n the request.

12. The method of executing the computer executable
instructions for carrying out financial transaction of claim 8,
wherein the total money to be financially transacted in the
financial transactions 1s requested.

13. A computer based system for managing financial trans-
actions of a financial card, the financial card 1s by default in a
blocked state the system comprising:

a component configured to recerve a request 1n form of
message to unblock the financial card for a predeter-
mined number of transactions, the request being
received from an electronic communicating device hav-
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ing a number by a financial mstitution server, wherein
the number 1s registered with the financial card;
on receiving the request, the financial nstitution server
verifies and after verification authorizes the request and
the financial card gets unblocked for the predetermined
number of transactions.
14. The system of claim 13, wherein the electronic com-
municating device 1s at least one of mobile, tab, and pager.
15. The system of claim 13, wherein the request to unblock
the financial card for the predetermined number of transac-
tions 1s being recerved via SMS from the electronic commu-
nicating device recerved by the component.
16. The system of claim 13, wherein the message further
comprises the total amount of money to be withdrawn during
the transactions.
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